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AGENDA

Introduction to VxWorks & previous papers

Inside VxWorks:

Memory management & protections

From fuzzing to exploit: RPC Integer Overflow
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WHAT'S VXWORKS?

Embedded devices
Developed by
Claimed devices

Supports lot of CPU architectures



©)
WHAT'S VXWORKS?

* First release
* 32 bits processing

* VxWorks 5 released
15t RTOS w/ network stack

* VxWorks 6.x (12-2004)
* Security improvements (RTPs, no more task shared memory)

* VxWorks 7.x (02-2014)
* 64bits, more security improvements
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Powering billions of intelligent devices, VxWorks®
delivers an industry-leading combination of scalability,
safety, security, and virtualization capabilities to meet i

next-generation requirements.

Windriver VxWorks product
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SOME STATS

vxworks -tornado Q

%% Exploits *% Maps & Download Results I Create Report

&% SHODAN

37.140.249.222
The Blue Zone East/ Jordan VxWorks SNMPv1/v2¢ Agent

BE= Jordan

Details

83.7.134.123

China 222 VxWorks (vxWorks5.4.2) FTP server ready

. Neostrada . .
Korea, Republic of 3@ Login failed.

Jordan mm Poland, Rybna 214-The following commands are recognized:
United States Details HELP USER PASS QuIT LIST NLST
RETR STOR CwWD TYPE PORT PWD
STRU MODE ALLO ACCT PASV NOOP
DELE

214 End of command list.

Brazil

FTP
SNMP

532 USER and PASS required

Telnet

UPnP

109.107.143.216

The Blue Zone East/ Jordan VxWorks SNMPv1/v2

17185
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VXWORKS & SECURITY

Vulnerability Trends Over Time

Http . . :
#
Toesros Bypass Gain Gain CSRF File of

. something Information Privileges Inclusion exploits
Splitting

# of Code Memory Sql Directory
Year DoS Overflo XSS
Vulnerabilities v Corruption Injection Traversal

00

1
2010 4
2013 6
01 1

otal 12
% Of All

Vulnerabilities By Year Vulnerabilities By Type

8 2008 1 - M Denisl of Service 7
M 20104 M Execute Code 1
20136

20151
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Source: http://www.cvedetails.com /product /15063 /Windriver-Vxworks.html2vendor_id=95




o
VXWORKS & SECURITY

Wind River treats VxWorks security seriously

Partnership with McAffee in Feb 2011

McAfee and Wind River Announce Strategic
Agreement for Security Protection Beyond the PC

RSA CONFERENCE, SAN FRANCISCO — Feb. 16, 2011 — McAfee, Inc.
(NYSE: MFE) and Wind River today announced a strategic agreement to
develop, market and support security solutions for non-PC devices, specifically
embedded and mobile devices. Together McAfee and Wind River will create
comprehensive, purpose-built security solutions specifically designed for these

increasingly connected devices or networks of devices.

Source: http://www.windriver.com /news/press/pr.html2ID=8801
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VXWORKS & SECURITY

Wind River treats VxWorks security seriously
Partnership with McAffee in Feb 2011
6.x infroduced some memory protections

/.x improved way further:
Digitally signed modules (X.509)
Encryption
Centralized user database
Password management (SHA-256 algorithm)
Ability to create /delete users at run time

Encrypted data storage
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PREVIOUS RESEARCH & INSPIRATIONS

2010: “Shiny Old VxWorks Vulnerabilities”
HD Moore

4 Metasploit modules targeting

(Re)sources on pudn.com ...

Weak password hash entropy
=» rainbow table containing around 200k hashed

passwords

14
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PREVIOUS RESEARCH & INSPIRATIONS

“Reverse Engineering VxWorks Firmware: WRT54Gv8”’
/dev /ttySO




PREVIOUS RESEARCH & INSPIRATIONS

2011: “Digging Inside the VxWorks OS and Firmware
The Holistic Security”
Aditya K Sood (OknOck) — SecNiche Security Lab

WDB debugging Interface (again)
OS Security
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() X86 MEMORY LAYOUT:

UPPER MEMORY

IDT (2KB)

GDT

SM Anchor

Boot Line

Exception message

FD DMA Area

(no memory)

Initial Stack

System Image

WDB Memory Pool

Interrupt stack

System Memory Pool

Addresss
0x0000 + LOCAL_MEM_LOCAL_ADRS

+ 0x800

+ Ox1100
+ 0x1200
+ 0x1300

+ 0x2000
+ 0x5000

i
(

Available

+ Oxa0000
+ 0x100000
+ 0x108000

_end

sysMemTop()

[ Reserved

18



X 8 6 U P P E R ME MO RY _ gjggzsés+ LOCAL_MEM_LOCAL_ADRS C/
GDT

+ 0x800
* Interrupt Descriptor/ SM Anchor +0x1100
Vector Table Boot Line + 0x1200
Exception message + 0x1300
FD DMA Area + 0x2000
+ 0x5000
B A cilable
- Reserved
(no memory) + Oxa0000
Initial Stack + 0x100000
System | + 0x108000
ystem Image S

WDB Memory Pool

System Memory Pool
19

sysMemTop()
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X86 UPPER MEMORY

Interrupt Descriptor/
Vector Table

ASCII string for fatal
exception message

IDT (2KB)

GDT

SM Anchor

Boot Line

Exception message

FD DMA Area

(no memory)

Initial Stack

System Image

WDB Memory Pool

Interrupt stack

System Memory Pool

Addresss
0x0000 + LOCAL_MEM_LOCAL_ADRS

+ 0x800

+ Ox1100
+ 0x1200
+ 0x1300

+ 0x2000
+ 0x5000

i
(

Available

+ Oxa0000
+ 0x100000

+ Ox108000
_end

sysMemTop()

[ Reserved

20
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X86 UPPER MEMORY

Interrupt Decriptor/
Vector Table

ASCII string for fatal
exception message
VxWorks image entry

point

IDT (2KB)

GDT

SM Anchor

Boot Line

Exception message

FD DMA Area

(no memory)

Initial Stack

System Image

WDB Memory Pool

Interrupt stack

System Memory Pool

Addresss
0x0000 + LOCAL_MEM_LOCAL_ADRS

+ 0x800

+ Ox1100
+ 0x1200
+ 0x1300

+ 0x2000
+ 0x5000

i
(

Available

+ Oxa0000
+ 0x100000

+ Ox108000
_end

sysMemTop()

[ Reserved

21
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X86 UPPER MEMORY

Interrupt Descriptor/
Vector Table

ASCII string for fatal
exception message
VxWorks image entry
point

WDB shared memory

IDT (2KB)

GDT

SM Anchor

Boot Line

Exception message

FD DMA Area

(no memory)

Initial Stack

System Image

WDB Memory Pool

Interrupt stack

System Memory Pool

Addresss
0x0000 + LOCAL_MEM_LOCAL_ADRS

+ 0x800

+ Ox1100
+ 0x1200
+ 0x1300

+ 0x2000
+ 0x5000

+ Oxa0000
+ 0x100000

+ Ox108000
_end

sysMemTop()

i
(

Available

Reserved

22






() ME

AL

Task and ir

and underrun




)

AT

writable Text




) MEMORY PROTECTION 74

Address Space

usage /dereference

-r-w-X

0x00000000 — 26
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HEAP BLOCK OVERRUN DETECTION / USAGE TRACKING &
LEAKAGE DETECTION

Heap Blocks

Heap Blocks

B

‘Task3 |

Heap Usage Tracking
& Leakage Detection

Heap Block
Overrun Detection

27










FUZZING o/

Used Sulley fuzzing framework

Problem: no accurate crash detection available

Solution: using

30



INNOVATIC

© Based

@ Provides direct o

)/
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AT




o

STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 5.X

2[ON]] TARGET

33



() STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 5.X

HOST TARGET



o

STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 5.X

1. Connect

2[ON]] TARGET

35



o

STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 5.X

1. Connect

2[ON]] TARGET

36



o

STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 5.X

1. Connect

2. Set task breakable

2[ON]] TARGET
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STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 5.X

1. Connect

2. Set task breakable

3. Suspend execution

2[ON]] TARGET
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STEPS FOR PROCESS MONITORING USING WDB:

VXWORKS 5.X

1. Connect

2. Set task breakable

3. Suspend execution

4. Set breakpoint

2[ON]]

TARGET

39



o

STEPS FOR PROCESS MONITORING USING WDB:

VXWORKS 5.X

1. Connect

2. Set task breakable

3. Suspend execution

4. Set breakpoint/attach

5. Continue Execution

2[ON]]

TARGET

40



) STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 6.X

1. Connect

2. Set task breakable

3. Set breakpoint/attach °

HOST TARGET

41
More info on Gopher




() STEPS FOR PROCESS MONITORING USING WDB:
VXWORKS 6.X

Host reads the
memory addresses

HOST TARGET



CRASH DETECTION

Target sends

00 O0c 29 b9 79 cb 00 Oc 29 5a 23 af 08 00 45 00
00 34 85 00 00 00 40 11 a8 Ob cO a8 66 59 cO a8

66 03 43 21 03 fb 00 20 d4 f4 [EEELECLREGRLREGLEGD
00 00 00 00 00 01 b8 Ob 00 00 ee ee ee ee 00 0OC
00 05

HOST TARGET
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CRASH DETECTION

Target sends event

notification

Host

EVENT NOTICATION

HOST

TARGET

44



o
CRASH DETECTION

Target sends event

notification
Host acknowledges

Host ask more
information (registers
confent, memory

areq, ...)

WDB_EVENT‘GET

WDB_EVENT_GET

WDB_REGS GET

WDB MEM_ReAp

HOST

TARGET

45



o

WDBRPC FRAMEWORK

Python 2.7
Supports VxWorks and
implements WDBRPC protocol

Implements a basic remote debugger:

46



o

WDBRPC FRAMEWORK

Some externals dependencies:
PyElfTools: reads the imports from the VxWorks Image

Capstone Engine: disassemble code around crash area

47



PED RPC

‘ WdbDbg ‘




.cmd

jects\portmapd-fuzzer>vmcontrol

maggio\workspace\projects'\portmapd-fuzzer>fuzz.cmd
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HDB: Ready.

\portmapd-fuzzer>netmon.cmd

Users\yformaggio\workspace\projects\portmapd-fuzzer>vxmon.cmd

yformaggio\workspace\projects

(vxworks) C:
Users

=



000864 crash detected on tc 864

000866 crash detected on tc 866 454

002264 crash detected on tc 2264 470

- 002266 crash detected on tc 2266 470
004224 crash detected on tc 4224 470

00€184 crash detected on tc 6184 470

\ 00€18¢ crash detected on tc 6186 470




flags Register : BxB80818282
Error Code : BxBBBBBLvAAa
Page Fault Addr :@: B8xBB086888084
Task: Bx149acf8 "tPortmapd”
Bx149acf8 (tPortmapd): task Bx149acf8 has had a failure and has been stopped.
Bx149acf8 (tPortmapd): fatal kernel task-level exception?

Page Fault

Page Dir Base : BxB1477800

EspB BxB816814fc : BxB848f3cb, BxB1681564, BxB1681528, BxBBBBB200
EspB 8xB8168158c : 8xB168169c, BxBB48b2dB, BxB1681564, BxBBBBB200
Program Counter : BxBB8688804

Code Selector : BxBBBBBBA8

Ef lags Register : 8xB8818282

Error Code : BxBB0BBBBAB0A

CRASH ANALYSIS

s

Portmap task crashed many times on the same RPC field:

-

When set to a value => to arbitrary memory value



[0x00308000]> pdf @ sym._authenticate

i
A

,______.
A —
VoA

|
|
\4

;arg int arg_2
; arg int ar

y—— Ssym._aut enticate:

0x0041736c¢
0x0041736d
0x0041736f
0x00417370
0x00417373
0x00417376
0x00417379
0x0041737c
0x0041737f
0x00417382
0x00417385
0x00417388
0x0041738b
0x0041738e
0x00417391
0x00417394
0x00417397
0x0041739a
0x004173a0
0x004173a3
0x004173aa
0x004173ad
0x004173b0
0x004173b3
0x004173b5
0x004173b8
0x004173bb
0x004173c2
0x004173c5
; JMP XREF
0x004173c7
; JMP XREF
0x004173cc
0x004173cd
0x004173cf
0x004173d0

)~

101
@ ebp+0x8

_3 @ ebp+0xc
55 push ebp
89e5 mov ebp, esp
53 push e X
8b550c mov edx, dword [ebp + Oxc]
8b5218 mov edx, dword [edx + 0x18]
8b4508 mov eax, dword [ebp + 8]
89500c mov dword [eax + Oxc], edx
8b550c mov edx, dword [ebp + Oxc]
8b521c mov edx, dword [edx + Oxl1c]
8b4508 mov eax, dword [ebp + 8]
895010 mov dword [eax + 0x10], edx
8b550c mov edx, dword [ebp + Oxc]
8b5220 mov edx, dword [edx + 0x20]
8b4508 mov eax, dword [ebp + 8]
895014 mov dword [eax + 0x14], edx
8b4508 mov eax, dword [ebp + 8]
8b581c mov ebx, dword [eax + Oxl1c]
8b05fcf34c00  mov eax, dword [sym._null_auth]
894320 mov dword [ebx + 0x20], eax
c74328000000. mov dword [ebx + 0x28], O
8b4508 mov eax, dword [ebp + 8]
8b580c mov ebx, dword [eax + Oxc]
831bh02 cmp ebx, 2
7f12 ]g 0x41ﬂ3c

750c push « [ebp + 0xc]

7508 S  [ebp + 8]

149dbce648. ca11 dnor
83c408 add esp, 8
eb05 mp 0x4173cc

from 0x004173b3 (sym._authenticate)

b802000000 mov eax, 2
from 0x004173c5 (sym._authenticate)
5b non ebx
89ec mov esp, ebp
Y von ebp

[0xc:4]=0

[0x18:4]=0x308000 entry0

0x8 4]1=0
[Oxc:4]=0
[0xc:4]=0
[Ox1c:4]=52
[0x8:4]=0

:Ox10:4]=0x30002
[Oxc:4]=0
[0x20:4]=0x16638
[0x8:4]=0
[0x14:4]=1
[0x8:4]=0
[Ox1c:4]=52

; "8f." 0x00000020

[0x4cf3fc:4]=0xb8430491 ; sym._null_auth

[0x20:4]=0x16638
=Ox28:4]=0x200034
[0x8:4]=0
[0xc:4]=0

- ?%f " 0x00000020

d [ebx “4 + sym.svcauthsw] ;unk(unk, unk, unk, unk) ; sym._vx_offset_VX_coproc8Task+2147483647 ; sym.svcauthsw

"



;0x00308000]> pdf @ sym._authenticate
101

i
A

A

& — ” ————

P ——
|
\4

; "8f." 0x00000020

[Ox4cf3fc:4]=0xb8430491 ; sym._null_auth

~ T%f " 0x00000020

éa11 dhord [ebx 4+ sym.svcauthsw] junk(unk, unk, unk, unk) ; sym._vx_offset_VX_coproc8Task+2147483647 ; sym.svcauthsw

; arg int arg_2 @ ebp+0x8

; arg int arg_3 @ ebp+0xc

;y—— sym._aut enticate:

0x0041736c 55 " ebp

0x0041736d 89e5 mov eb esp

0x0041736f 53 Bx

0x00417370 8b550c mov edx dword [ebp + Oxc] ; [Oxc:4]=0
0x00417373 8b5218 mov edx. dword [edx + 0x18] ; [0x18:4]1=0x308000 entry0
0x00417376 8b4508 mov eax, dword [ebp + 8] : [0x8:4]=0
0x00417379 89500c mov dword [eax + Oxc], edx i _Oxc 41=0
0x0041737c 8b550c mov edx, dword [ebp + Oxc] ; [0xc:4]=0
0x0041737f 8b521c mov edx, dword [edx + Ox1c] ; [Ox1c:4]=52
0x00417382 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417385 895010 mov dword [eax + 0x10], edx ; [0x10:4]=0x30002
0x00417388 8b550c mov edx, dword [ebp + Oxc] ; [0xc:4]=0
0x0041738b 8b5220 mov edx, dword [edx + 0x20] ; [0x20:4]=0x1f6638
0x0041738e 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417391 895014 mov dword [eax + 0x14], edx ; [0x14:4]=1
0x00417394 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417397 8b581c mov ebx. dword [eax + Oxl1c] ; [0x1c:4]=52
0x0041739a 8b05fcf34c00  mov eax, dword [sym._null_auth] ;

0x004173a0 894320 mov dword [ebx + 0x20], eax ; [0x20:4]=0x1f6638
0x004173a3 c74328000000. - : s ; [0x28:4]=0x200034
0x004173aa 8b4508 mov_eax, dword [ebo + 8] ; [0x8:4]=0
0x004173ad 8b580c IOV DX, dworc AX ~ :0XC:4]=0
0x004173b0 83fbh02 cmp ebx 2

0x004173b3  7f12 jg 0x4173c7

0x004173b5 750c push ~d [ebp + 0xc]

0x004173b8 7508 h i“ = [ebp + 8]

0x004173bb 149dbceb48.

0x004173c2 83c408 add esp, 8

0x004173c5 eb05 mp 0x4173cc

; JMP XREF from 0x004173b3 (sym._authenticate)

0x004173c7 b802000000 mov eax, 2

; JMP XREF from 0x004173c5 (sym._authenticate)

0x004173cc 5b sop ebx

0x004173cd 89ec mov esp, ebp

0x004173cf 5d non ebp

0x004173d0

’



;0x00308000]> pdf @ sym._aughenticate
101

i
A

A —
VoA

|
|
v

; "8f." 0x00000020

[Ox4cf3fc:4]=0xb8430491 ; sym._null_auth

- T%f " 0x00000020

éa11 dhord [ebx 4+ sym.svcauthsw] j;unk(unk, unk, unk, unk) ; sym._vx_offset_VX_coproc8Task+2147483647 ; sym.svcauthsw

; arg int arg_2 @ ebp+0x8

; arg int arg ) @ ebp+0xc

;—— sym._authenticate:

0x0041736¢ 55 push ebp

0x0041736d 89e5 mov esp

0x0041736f 53 push Bx

0x00417370 8b550c mov edx, dword [ebp + Oxc] ; [Oxc:4]=0
0x00417373 8b5218 mov edx. dword [edx + 0x18] : [0x18:4]1=0x308000 entry0
0x00417376 8b4508 mov eax, dword ebp + 8] : [0x8:4]=0
0x00417379 89500c mov dword [eax + Oxc], edx : [Oxc:4]=0
0x0041737c 8b550c mov edx, dword [ebp + Oxc] i ;Oxc:4]=0
0x0041737f 8b521c mov edx, dword [edx + 0Oxlc] ; [0x1c:4]=52
0x00417382 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417385 895010 mov dword [eax + 0x10], edx ; [0x10:4]1=0x30002
0x00417388 8b550c mov edx, dword [ebp + Oxc] ; [Oxc:4]=0
0x0041738b 8b5220 mov edx. dword [edx + 0x20] ; [0x20:4]=0x1f6638
0x0041738e 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417391 895014 mov dword [eax + 0x14], edx ; [0x14:4]=1
0x00417394 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417397 8b581c mov ebx. dword [eax + 0xl1c] ; [0x1c:4]=52
0x0041739a 8b05fcf34c00  mov eax, dword [sym._null_auth] ;

0x004173a0 894320 mov dword [ebx + 0x20], eax ; [0x20:4]=0x1f6638
0x004173a3 c74328000000. mov dword [ebx + 0x28], 0 ; [0x28:4]=0x200034
0x004173aa 8b4508 ; [0x8:4]=0
0x004173ad 8b580c mov ebx, dword [eax + 0xc] ; [0xc:4]=0
0x004173b0 83fb02

0x004173b3 7f12 ig 0x4l 3c

0x004173b5 750c push  [ebp + 0xc]

0x004173b8 7508 h j.  [ebp + 8]

0x004173bb 149dbceb48.

0x004173c2 83c408 add esp, 8

0x004173c5 eb05 mp O0x4173cc

; JMP XREF from 0x004173b3 (sym._authenticate)

0x004173c7 b802000000 mov eax, 2

; JMP XREF from 0x004173c5 (sym._authenticate)

0x004173cc S5b oo ebx

0x004173cd 89%ec mov esp, ebp

0x004173cf 5d nop ebp

0x004173d0 c3

e &

e



[0x00308000]> pdf @ sym._authenticate
/ 101

s/

; arg int arg_2 @ ebp+0x8
; arg int arg ) @ ebp+0xc
;—— sym._authenticate:
0x0041736c 55 oush ebp
0x0041736d 89e5 mov ebp, esp
0x0041736f 53 push ebx
0x00417370 8b550c mov edx, dword [ebp + Oxc] ; [0xc:4]1=0
0x00417373 8b5218 mov edx, dword [edx + 0x18] ; [0x18:4]=0x308000 entry0
0x00417376 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417379 89500c mov dword [eax + Oxc], edx i _Oxc 4]1=0
0x0041737c 8b550c mov edx, dword [ebp + Oxc] ; [Oxc:4]=0
0x0041737f 8b521c mov edx, dword [edx + 0Oxlc] ; [0x1c:4]1=52
0x00417382 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]1=0
0x00417385 895010 mov dword [eax + 0x10], edx ; [0x10:4]=0x30002
0x00417388 8b550c¢ mov edx, dword [ebp + Oxc] ; [Oxc:4]=0
0x0041738b 8b5220 mov edx, dword [edx + 0x20] ; [0x20:4]=0x1f6638 ; "8f." 0x00000020
0x0041738e 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]1=0
0x00417391 895014 mov dword [eax + 0x14], edx ; [0x14:4]=1
0x00417394 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417397 8b581c mov ebx, dword [eax + Oxlc] ; [0x1c:4]1=52
0x0041739a 8b05fcf34c00  mov eax, dword [sym._null_auth] ; [0x4cf3fc:4]=0xb8430491 ; sym. nu]] _auth
0x004173a0 894320 mov dword [ebx + 0x20], eax ; [0x20:4]=0x1f6638 ; "8f." 0x00000020
0x004173a3 c74328000000. mov dword [ebx + 0x28], 0O ; [0x28:4]=0x200034 ; '('
0x004173aa 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x004173ad 8b580c dword [eax + 0xc] ; [Oxc:4]=0
0x004173b0 83fb02
,=< 0x004173b3 712
| 0x004173b5 750c us © [ebp + 0xc]
| 0x004173b8 7508 p ~ [ebp + 8]
| 0x004173bb 149dbceb48. ca11 dnord lebx*4 + sym.svcauthsw] j;unk(unk, unk, unk, unk) ; sym._vx_offset_VX_coproc8Task+2147483647 ; sym.svcauthsw
| 0x004173c2 83c408 add esp, 8
,==< 0x004173c5 eb05 mp 0x4173cc
| ; JMP XREF from 0x004173b3 (sym._authenticate)
| -> 0x004173c7 b802000000 mov eax, 2
| ; JMP XREF from 0x004173c5 (sym._authenticate)
T--> 0x004173cc Sb oo ebx
0x004173cd 89%ec mov esp, ebp
0x004173cf 5d non ebp
0x004173d0

.



[0x00308000]> pdf @ sym._authenticate
/ 101

s/

; arg int arg_2 @ ebp+0x8
; arg int arg_3 @ ebp+0xc
;—— sym._aut enticate:
0x0041736c¢ 55 oush ebp
0x0041736d 89e5 mov ebp, esp
0x0041736f 53 push Bx
0x00417370 8b550c mov edx, dword [ebp + Oxc] ; [0Oxc:4]=0
0x00417373 8b5218 mov edx, dword [edx + 0x18] ; [0x18:4]=0x308000 entry0
0x00417376 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417379 89500c mov dword [eax + Oxc], edx i _Oxc 4]1=0
0x0041737c 8b550c mov edx, dword [ebp + Oxc] ; [Oxc:4]=0
0x0041737f 8b521c mov edx, dword [edx + 0Oxlc] ; [0x1c:4]1=52
0x00417382 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417385 895010 mov dword [eax + 0x10], edx - =0x10:4 0x30002
0x00417388 8b550c¢ mov edx, dword [ebp + Oxc] i [Oxc41=0
0x0041738b 8b5220 mov edx, dword [edx + 0x20] ; [070:4]=0x1f6638 ; "8f." 0x00000020
0x0041738e 8b4508 mov eax, dword [ebp + 8] i 0x8°4]:0
0x00417391 895014 mov dword [eax + 0x14], edx ; [0x14:4]=1
0x00417394 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]1=0
0x00417397 8b581c mov ebx, dword [eax + 032 ; [0x1c:4]1=52
0x0041739a 8b05fcf34c00  mov eax, dword [sym. 1_auth] ; [0x4cf3fc:4]=0xb8430491 ; sym. nu]] _auth
0x004173a0 894320 mov dword [ebx + 0#70], eax ; [0x20:4]=0x1f6638 ; "8f." 0x00000020
0x004173a3 c74328000000. mov dword [eb 0x28], 0 ; [0x28:4]=0x200034 ; '('
0x004173aa 8b4508 mov eax, od [ebp + 8] ; [0x8:4]1=0
0x004173ad 8b580c mov ebx dword [eax + 0xc] ; [0xc:4]=0
0x004173b0 83fb02 : 2
,=< 0x004173b3 7f12 x41”3c
| 0x004173b5 750c Bt " [ebp + 0xc]
| 0x004173b8 7508 S [ebp + 8]
| 0x004173bb 149dbceb48. ca11 dnord lebx*4 + sym.svcauthsw] j;unk(unk, unk, unk, unk) ; sym._vx_offset_VX_coproc8Task+2147483647 ; sym.svcauthsw
| 0x004173c2 83c408 add esp, 8
,==< 0x004173c5 eb05 mp 0x4173cc
| ; JMP XREF from 0x004173b3 (sym._authenticate)
| -> 0x004173c7 b802000000 mov eax, 2
| ; JMP XREF from 0x004173c5 (sym._authenticate)
T-—> Ox004173cc S5b cop ebx
0x004173cd 89%ec mov esp, ebp
0x004173cf 5d vop ebp
0x004173d0

e



;0x00308000]> pdf @ sym._aughenticate
101

; arg int arg_2 @ ebp+0x8
; arg int arg_3 ) @ ebp+0xc
;—— sym._authenticate:
0x0041736¢ 55 oush ebp
0x0041736d 89e5 mov ebp, esp
0x0041736f 53 push egx
0x00417370 8b550c mov edx, dword [ebp + Oxc] ; [0xc:4]=0
0x00417373 8b5218 mov edx, dword [edx + 0x18] ; [0x18:4]=0x308000 entry0
0x00417376 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417379 89500c mov dword [eax + Oxc], edx ; [0xc:4]=0
0x0041737c 8b550c mov edx, dword [ebp + Oxc] ; [0xc:4]=0
0x0041737f 8b521c mov edx, dword [edx + 0Oxlc] ; [0x1c:4]=52
0x00417382 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417385 895010 mov dword [eax + 0x10], edx ; [0x10:4]1=0x30002
0x00417388 8b550c mov edx, dword [ebp + 0Oxc] ; [0xc:4]=0
0x0041738b 8b5220 mov edx, dword [edx + 0x20] ; [0x20:4]=0x1f6638 ; "8f." 0x00000020
0x0041738e 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417391 895014 mov dword [eax + Ox14], edx ; [0x14:4]=1
0x00417394 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x00417397 8b581c mov ebx, dword [eax + Oxlc] ; [0x1c:4]=52
0x0041739a 8b05fcf34c00 mov eax, dword [sym._null_auth] ; [0x4cf3fc:4]=0xb8430491 ; sym._null_auth
0x004173a0 894320 mov dword [ebx + 0x20], eax ; [0x20:4]=0x1f6638 ; "8f." 0x00000020
0x004173a3 c74328000000. mov dword [ebx + 0x28], 0 ; [0x28:4]=0x200034 ; '(’
0x004173aa 8b4508 mov eax, dword [ebp + 8] ; [0x8:4]=0
0x004173ad 8b580c mov ebx, dword [eax + 0xc] ; [0xc:4]=0
0x004173b0 83fb02 cmp ebx, 2
,=< 0x004173b3  7f12 jg 0x4173c7
| 0x004173b5 750c oush deord [ebp + 0xc]
| 0x004173b8 7508 push dugrd [ 21
| 0x004173bb 149dbce648.| call dword lebx*4 + sym.svcauthsw] J;unk(unk, unk, unk, unk) ; sym._vx_offset_VX_coproc8Task+2147483647 ; sym.svcauthsw
| 0x004173c2 83c408 add esp,
,==< 0x004173c5 eb05 jmp 0x4173cc
| ; JMP XREF from 0x004173b3 (sym._authenticate)
| "-> 0x004173c7 b802000000 mov eax, 2
| ; JMP XREF from 0x004173c5 (sym._authenticate)
“--» 0x004173cc S5b con ebx
0x004173cd 89%ec mov esp, ebp
0x004173cf 5d nop ebp

0x004173d0 c3

e &

.



0x0048e6bc

[0x00308000]> pd @ 0x4173d4
;—— sym._svcauth_null:
0x004173d4 55
0x004173d5 31c0
0x004173d7 5d
0x004173d8 c3

[0x00308000]> pd @ 0x4173dc
;-— sym._svcauth_unix:
0x004173dc 55
0x004173dd 89e5
0x004173df 83ec30
0x004173e?2 53

- |[0x00308000]> pd @ 0x4175a4

| ;-— sym._svcauth_short:

0x004175a4 55

0x004175a5 b802000000

0x004175aa 5d

0x004175ab c3

\ [0x00308000]>

[0x00308000]> pxw 16 @ sym.svcauthsw

push ebp
Xor eax, eax
pop ebp

push ebp
mov ebp, esp

sub esp, 0x30
Dush ebx

oush ebp
mov eax, 2
oop ebp




CVE-2015-7599

Vuln reported to Wind River on July 22"¥ and acknowledged on
23rd

Confirmed August 11" Wind River is providing patches

Every VxWorks customers should check the Knowledge Library for

details

On Sept 9" 2015 I've been authorised to disclose details
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0
AFFECTED VERSIONS

Product Versions:

VxWorks 7

VxWorks 6.9

VxWorks 6.8

VxWorks 6.7 VxWorks 6.4 VxWorks 5.5
VxWorks Cert 6.6 4.1 (non-Cert stack only)
VxWorks Cert 6.6 4 (non-Cert stack only)
VxWorks Cert 6.6.3 (non-Cert stack only)
VxWorks 653 3.0 (non-Cert stack only)
VxWorks 653 2.5 (non-Cert stack only)

(
(
VxWorks 653 2.4 (non-Cert stack only)
VxWorks 653 2.3 (non-Cert stack only)
VxWorks 653 2.2 (non-Cert stack only)
VxWorks 653 1.8.9.1 (non-Cert stack only)
VxWorks MILS Platform 3.0.0.1 VxWorks MILS Platform 3.0.0.1 Research Kit
VxWorks MILS Platform 3.0, Multi-core Edition
VxWorks MILS Platform 3.0 Research Kit, Multi-core Edition

Please note: Earlier VxWorks versions that are Legacy or End of Life may be
affected, please contact Wind River customer support for more information.




HOW TO EXPLOIT?

leading to
to place the shellcode
Compute value

Jump into shellcode directly
all memory protections bypassed/defeated

backdoor account set up
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WHAT ABOUT A REAL TARGETS?

Service

Schneider Modicon
Quantum PLC runs VxWorks

and has port 111 open

(

h’r’rs: /
. 9 502/tcp open asa-appl-proto/ modbus
www.digitalbond.com/tools/

basecamp /schneider-

modicon-quantum/)

http

rpcbind




. BUT

Currently shipped module: portmap unavailable

by default

Previous releases have a patch now



()

SOME NUMBERS

70000

60000

50000

40000

20000

10000

0

Reports

Targets

May 06 , Jun 06

[show ascii data]

Start Date: | 2014-05-06 End Date: | 2014-07-05 Port: | 111

70000

60000

50000

40000

30000

20000

10000

Targets




o

FUN FACT

‘neos/rpc3.9/rpc/svc_auth.c
sunrpc version: 1.1 27/11/04
enum auth stat
_authenticate (rgst, msqg)
register struct sSvc_req *rgst;
struct rpc msg *msg;

register int cred flavor;

rgst->rq _cred = msg->rm call.cb cred;

rgst->rgq Xprt->xp verf.oa flavor = null auth.oa flavor;

rgst->rg_Xprt->xp verf.oa length = 0O;

cred flavor = rgst->rgq_cred.oa flavor;

if ((cred_flavor <= AUTH MaX) && (cred flavor >= AUTH NULL)) {
return ((*(svcauthsw[cred flavor].authenticator)) (rgst, msg)):

return (AUTH REJECTEDCRED) ;
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MORE BUGS FOUND DURING FUZZING

tRipTimerTaripTimer 7ffe814 188 PEND 31cdeb 7ffe7a8 a
tRipTask ripTask 7f2796c 181 PEND 31cdeb 7127798 348882
tDcacheUpd dcachelUpd 7f91918 258 DELAY 3d5c11 7f918a@ a

value = B8 = Bx8
> interrupt: panic: netJobAdd: ring buffer overflowu!

° ° interrupt: panic: netJobAdd: ring buffer overflow?
FTP server is susceptible | | |
interrupt: panic: netJobAdd: ring buffer overflow!
] b ff fl interrupt: panic: netJobAdd: ring buffer overflow!
fo ring ourrer overriow
interrupt: panic: netJobAdd: ring buffer overflow?
interrupt: panic: netJobAdd: ring buffer overflow!

when accessed at a high

interrupt: panic: netJobAdd: ring buffer overflow!
Speed interrupt: panic: netJobAdd: ring buffer overflow!
interrupt: panic: netJobAdd: ring buffer overflow!

interrupt: panic: netJobAdd: ring buffer overflow?

Ir







CONCLUSION

Wind River takes VxWorks’ security seriously
Implemented a lot of memory protections
Being defeated by a simple integer overflow bug

And now we have a debugging framework to find more!
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FUTURE WORK ¢

VxWorks 7¢
More complete WDBRPC protocol and Wdb over serial

implementation

Continuing to find bugs
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9 QUESTIONS







CODE RELEASE

The WdbDbg framework will be available here:
https: / /bitbucket.org /istuarysecurityteam /wdbdbg

Exploit code will not be released unless explicit

authorisation given
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